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THIS WEEK: Management Strategies

What's Your E-Learning Strategy
for Compliance Training?

By David Becker

upport of socio-political agendas, or simple fear

of censure, leads to much of today’s compliance

training. However, designing a compliance train-
ing strategy based on a risk assessment model and treat-
ment hierarchy can reduce these influences. It can drive a
more rational, measurable, and aligned approach to com-
pliance training. This can result in better compliance at
reduced cost, but even more, it can also contribute to
brand value and increased revenue.

The global financial crisis (or GFC) is pushing organizations to review and
consolidate their spending and business activities. The legislative environment is
ripe for significant change in response to the GFC and to climate change. Now
is a good time to rationalize your compliance training strategy.

Knee-jerk reactions: FAIL

Here are three examples of poorly thought-out compliance training.

A financial services company recently spent a large sum of money develop-
ing a very media-rich e-Learning module focused on unacceptable sexual
harassment behaviors, the consequences for the people involved, and the
impacts on the organization. The module ended with a mandatory summative
assessment generating scores and completion records.

Company managers gave a range of reasons for this approach, including,
“It's important that staff understand their obligations under the law;" and, “The

Compliance training is a
huge application area for
e-Learning. Yet much of
this training has its basis
in reaction rather than a
strategy based on risk
assessment. This week’s
article presents a rational,
measureable, and aligned
approach to compliance
training. Use it and reap
benefits in better compli-
ance, reduced costs,
greater brand value, and
increased revenue!
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company has an obligation to provide a safe work-
place for its staff’ When asked how many serious sex-
ual harassment incidents they had dealt with in the last
year, the answer was, “No serious incidents, and just a
couple of minor ones!

Eventually someone admitted that a generalized fear
of legal action had led to the development of the mod-
ule. So the question must be asked, was this expen-
sive e-Learning module the appropriate response to
the assessed risk?

In contrast, a sports and entertainment venue put
together a large safety curriculum. It consisted of con-
tractor induction modules based on a “tick and flick”
approach. That is, it exposed learners to basic text and
graphic screens of regulations, asked them to confirm
their understanding, and recorded their responses.
This venue spends massive amounts of money on in-
surance, they experience many small accidents, and
from time-to-time a major one. All of these significantly
impact their bottom line.

In this case the risk is manifest. So why is the res-
ponse so cursory? Was the cost of lowering the rate
of accidents through training higher than the cost of
insuring against them and compensating those who
had suffered? Had anyone actually run the numbers?
No.
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Finally, a large Government department undertook
an enterprise-wide privacy training program. This pro-
gram was a reaction to direction from a senior official
who was embarrassed by several high-profile breach-
es of privacy laws that had made national headlines.
These breaches cost the Department damage to their

reputation, and many thousands of dollars in investigat-

ing and fixing them. Other minor breaches were also a
regular occurrence.

The Department carefully put together the training
response to fit within their privacy training framework.
It specifically targeted the most commonly occurring
and serious breaches, and it also fit within a modest
budget.

These real-life examples illustrate a very common
weakness: the tendency to select and fund compli-

[D]esigning a ... strat-
egy based on a risk
assessment model and
treatment hierarchy ...
can drive a more
rational, measurable,
and aligned approach
to compliance training.
This can result in better
compliance at reduced
cost, but even more,

it can also contribute

ance-based training targets in reaction to perceived
threats, and to internal or external socio-political pres-
sures. But is there a more rational approach?

to brand value and
increased revenue.

Rational approach

Compliance management, as a subset of risk man-
agement, usually employs two rational tools. The first
is risk assessment, and the second is the hierarchy of
controls.

Risk can be assessed in three ways: the likelihood
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that a given risk will become a reality, how often this
risk will occur, and the impacts on the organization
should it do so.

These risks are subject to a hierarchy of controls,
with the higher controls being better than the lower
ones at managing the risk. These controls are to:

* avoid or eliminate the risk,

* reduce the likelihood of it occurring, and minimize

its impacts should it occur,

» transfer the risk by outsourcing the activity or

insuring against it, and

* retain the risk, in which case you budget for the

risk being realized.

Let's apply this rational framework to the earlier
case studies. In the financial services company, sexual
harassment was fairly unlikely, fairly infrequent, and had
only minor impacts on the organization. The training
strategy tried to avoid and reduce this risk, and per-
haps to transfer it, by recording each staff member's
score. This would allow the company to potentially
transfer the liability to the individual, should an incident
occur.

Generally speaking, the higher levels of control are
more expensive and harder to apply successfully, so in
this instance, for a pretty low-end risk, the company
applied the most expensive and difficult controls.
Why?

It is likely that fear of future legal costs, brand dam-
age, and Government intervention and regulation prob-
ably played a role. Call me cynical, but it is unlikely that
creating a safe workplace for their staff was much of a
factor. So the driver is actually proactive, which is
great, but not rational or data-driven, because little
evidence existed to suggest that their fears would be
realized.

In the second case, the risk of a health and safety
incident at the sports venue was highly likely, it hap-
pened often, and the impacts ranged from moderate
to severe. Yet their primary control strategies were
transfer and retain.

It is possible, given the high turnover of contract
staff, that the cost of using training to avoid or reduce
this risk was higher than the cost of insurance. How-
ever, given that premiums only ever go up, and gener-
ally include penalties for claims, this strategy would
eventually cease to be viable.

In this case, the underpinning beliefs were multiple:
learners were highly resistant to training, it would take
too long, and they need to be on site quickly. And, of
course, that old chestnut, “by recording their results,
we transfer the liability to the contractor anyway” (a
commonly held assumption, that delivers mixed results
in reality). So are these reasons valid? Maybe, or may-
be not, but they are certainly not founded on evidence.
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Lastly, the Government department was faced with
a risk of privacy breaches that was moderately likely,
quite frequent, and the impacts of which ranged from
minor to severe. Their response was carefully budget-
ed and focused on avoidance, which, as a top level of
control, was appropriate to the risk. The strategy may
also have employed a bit of transfer by recording the
assessment results. So in this example, the depart-
ment did take an evidence-based approach.

How might your organization apply this framework
to create a rational compliance training strategy?

The first step in creating such a strategy is to set its
scope and broad intentions. To do this, you must first
understand the organization’s compliance system, op-
erating environment, and standards for compliance.

Set scope and intentions

An organization’s compliance system comprises the
regulations with which it must comply and the policies
to which it has committed. The organization’s process-
es and procedures implement the regulations and poli-
cies. Or put more simply, the regulations and policies
establish the “why and what," and the processes and
procedures describe the “who, how, and when!

While a lot of compliance training attends to the
regulatory and policy level, and therefore employs
knowledge and awareness training, an effective train-
ing framework must actually target both levels.

Consider the earlier case of the Government de-
partment implementing privacy training. Typically, this
kind of training focuses on building staff understanding
of the principles governing privacy, with the expecta-
tion that this constructivist approach will enable staff to
apply the policy in any situation.

Privacy breaches usually result from procedural non-
compliance, for example, taking sensitive information
home to work on at night. To be effective, the training
must target both the policy and its associated proce-
dures.

Understanding compliance through a systems ap-
proach offers a great advantage. It makes it possible to
identify and target systemic failures and disconnects
between policy and its operationalization, not only for
training, but also for process improvement.

It is also necessary to understand an organization’s
compliance environment. Often referred to as an eco-
system, the compliance environment encompasses the
organization, its regulatory authorities, its suppliers, its
sales channels, its partners, its customers, and so on.

An effective training strategy must consider all these
stakeholders, and how their interdependence pro-
duces compliance. It must also consider how much
compliance training responsibility it will hold, and how
much it will push outward to its ecosystem.

Consider the cell-phone carrier that receives many
customer complaints about misunderstandings over
its fair use policy. Under this policy, the carrier caps
charges only until the customer reaches certain call
and data volumes. After that point, additional charges
apply.

The company responds with a product training pro-
gram across its entire direct and partner sales net-
work. It does this at considerable cost to itself in “time
away from selling”” But, upon more careful analysis, the
company discovers that complaints were primarily aris-
ing from the customers of only one of its channel part-
ners. Could this training have been more targeted?
Yes, and perhaps the company could have shifted
responsibility for the training to the channel partner.

Having considered the organization's systems, the
ecosystem within which it operates, and the interplay
between its components, some standards for the level
of compliance must be set.

Typically, the definition of compliance training in-
volves its ability to help staff avoid non-compliance.
But the benefits of exceeding minimum compliance
standards are both tangible, through reduced waste,
rework, and increased revenue, and they are intangi-
ble, through improved brand perception, greater attrac-
tiveness to new recruits, and so on.

Exceeding compliance standards can also save
money by anticipating tightening regulatory constraints
and acting to meet tomorrow's standards within today’s
cost structures. Indeed, this achievement can actually

Compliance manage-
ment, as a subset of
risk management,
usually employs two
rational tools. The first
is risk assessment,
and the second is the
hierarchy of controls.

Table 1 Compliance training strategy: scope and intentions

Compliance area Standard Audiences affected Strategies
Emission standards | EURO 2012 | Head office staff Set facilities management and dis-
targets for tributed standards and monitor
energy Warehouse staff compliance
efficiency Facilities management | Tyain staff on energy efficiency
contractors measures
Distribution contractors | Tiain channel partners on promot-
Channel partner staff ing green credentials to customers
Customers Offer fee-for-service training to
partners on how to implement in
their own business
Anti-discrimination Anti-discrimi- | Head office staff Basic training and assessment
Act nation Act plus annual refresher
Warehouse staff
Federal Privacy Act | Minimum Head office staff Basic training and assessment
required plus annual refresher for staff
Warehouse staff o o
Specialist training programs to tar-
Channel partner staff get areas of non-compliance
Free training to channel partner
staff on privacy and CRM system
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deliver a new revenue stream through selling compli-
ance training to ecosystem members, such as product
certification training to resellers, and even to the
broader market.

Numerous examples of this kind of compliance train-
ing exist. These include affirmative action programs
that take staff training beyond the minimum gender
discrimination requirements. They include carbon re-
duction training programs that focus on switching off
lights and appliances, reducing paper use, and so on,
once again exceeding minimum environmental regula-
tions.

Setting standards for each compliance requirement
to determine if they will be met or exceeded, and to
what level, helps inform your decisions on targeting
and funding of compliance training.

Bringing together this analysis about the organiza-
tion's compliance system, its environment, and its stan-
dards, sets the scope and broad intentions of your
compliance training strategy as exemplified in Table 1
on page 4.

Armed with an understanding of the organizations’
compliance training scope and intentions, we can now
apply a rational framework.

Identify risks

This framework is applied at three levels. At the
highest level, it can underpin the identification of risks
to be controlled through training. At the curriculum
level, it can help select the training objectives to be
addressed. Finally, at the learning design level, it can
help determine suitable learning theories and activities.
Let's begin with risk identification.

To do this, let us combine all three earlier case stud-
ies into one fictional company and examine the risks it
faces. (See Table 2.) At this stage, a general analysis
of all the non-compliance risks facing an organization
should be conducted, and they should be as precisely
defined as possible.

Already it is clear, from the table, that the sexual
harassment risk, being small, might be controlled
though other low cost controls such as contract claus-
es and performance management metrics. This leaves
us with the health and safety and the privacy breach
risks, both of which might be candidates for training.

Select training objectives

As an example let's focus on just the privacy breach
risk, examining it at a more detailed level, and with
consideration for the audience numbers to be trained.
(See Table 3 on page 6.)

In this analysis, just a few examples were provided
and the risk was considered from multiple perspec-
tives, including the type, mechanism, and source. This
multidimensional analysis helps in understanding the

nature of the risk and how best to address it. From
this table our training focus and budget can be fur-

ther narrowed.

For example, you might consider a training inter-
vention for staff with access to sensitive financial
information, because, while the likelihood and fre-
quency are low, the impact is so great that it may

be worthwhile.

However, this is where the analysis becomes
valuable in making training decisions. One can eas-
ily imagine the finance executives being sent on
intensive and expensive training courses after the
previous leak in a knee-jerk response to the serious
financial impacts, but it is probable that training did
absolutely nothing to reduce a risk that was already

vanishingly small.

On the other hand, training thousands of staff on
how to prevent privacy breaches while information
is in transit, offers excellent potential to reduce the
likelihood and frequency of information being leak-
ed through that mechanism. A similar, if less power-
ful (because the impacts are lower) business case
can also be made for training to reduce internal

leaks through misfiling.

Having selected some training objectives to be
funded, it is critical at this point to assign some
metrics. Contrary to many LMS vendors’ claims
that a dashboard showing the percentage of staff

Risk can be assessed
in three ways: the like-
lihood that a given risk
will become a reality,
how often this risk will
occur, and the impacts
on the organization
should it do so.

Table 2 General analysis of non-compliance risks for a fictional company

Risk Likelihood Frequency Impact

Sexual harrassment | About 2% Averaging less than 2 Genarally resolved with brief coun-
chance per reports per year seling and performance manage-
year ment interventions

incidents per year

Health and safety About 10% Averaging about 2 Minor incidents require <3 hours
incidents chance per minor incidents per on average to investigate and no
year month, and 1 major per | medical costs
year Major incidents take, on average,
70 hours to investigate, and cost
$90K, on average, for medical
expenses, insurance premium
increases, and fines. On one occa-
sion, has resulted in union action
and a site shutdown, estimated to
have cost in excess of $250K.
Privacy breaches About 5% Averaging about 7 Minor incidents take < 12 hours,
chance per minor incidents per on average, to investigate and fix
year month, and 2 major

Major incidents take, on average,
110 hours and $1,200K to investi-
cate, and also involve intangible
costs as embarrassment to public
officials is considered to be very
Serious.
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that have passed a sexual harassment course is a
measure of risk control, compliance training can only
be measured through its actual effects on compliance,
or, as previously discussed, the degree to which com-
pliance levels are exceeded.

Training analytics is a large subject in its own right.
Suffice to say that compliance training must be meas-
ured on its impact, and work must be done to isolate
the metrics from other effects, so the true value of the
training in moving the metric can be determined. Fin-
ally, compliance training metrics should be measurable
at a sufficiently granular level to allow for highly-target-
ed remedial training of individuals, targeted improve-
ments in compliance process sub-components, and
targeted improvements in the training programs them-
selves.

Develop learning design

Having identified the training objectives, let's work
out the kinds of learning theories and activities that
might be commensurate with their risk profile.

In Table 4 on page 7, each control level is assigned
suitable training approaches, but some cells are blank,
indicating that, for example, no training is planned for
avoiding low frequency/high impact risks.

However, this is an example only. Each organiza-
tion's table would vary depending on the kinds of risks
they face and the resources available to manage them.
It would also vary according to other factors, such as
the organization's commitment to good corporate citi-
zenship, its environmental policies, its branding as an
employer of choice, and so on.

Whilst these factors may not be considered risks
underpinned by data, they do have specific and meas-
urable purposes, and can therefore form part of a
rational compliance management
strategy.

The key consideration is the
level of training and assessment

controlled by assigning more funds to those risks that
are both more likely to become a reality, and more like-
ly to have serious impacts should they do so.

Costs can be further managed through the assign-
ment of delivery channels and approaches to this
same matrix. This is based on the assumption that more
expensive training delivery channels and approaches
are more effective, which, of course, is not necessarily
true. But from a budgeting perspective, this approach
allows you to control where your budget is spent, with
funds being allocated based on risk and reward.

At this point it is worth mentioning the e-doc sce-
nario. In an earlier case study the “tick and flick” ap-
proach was identified as inadequate as a risk manage-
ment control. However, it has its place in our toolkit as
a very low-cost response to minor risks. It can play a
role in partially transferring risk to the learner, by mak-
ing them aware of their responsibilities.

In wrapping up this proposed approach to compli-
ance training strategy, it must be noted that, like any
strategy, it should be regularly reviewed and reset, to
adapt to changing organizational objectives, and to
move training resources away from risks in decline and
towards emerging risks.

Closing remarks

For small to medium enterprises, this framework,
with its reliance on an evidence-based approach, may
be beyond their capacity to resource. However, even
a subjective analysis of the risks, using anecdotal evi-
dence, will yield excellent recommendations for target-
ing compliance training for the maximum return on
investment.

Larger organizations, with their dedicated compli-
ance management departments, will already collect

[R]isks are subject to a
hierarchy of controls,
with the higher controls
being better than the
lower ones at manag-
ing the risk. These con-
trols are to: avoid or
eliminate the risk,
reduce the likelihood
of it occurring, and
minimize its impacts
should it occur, trans-
fer the risk by out-
sourcing the activity or
insuring against it, and
retain the risk, in which
case you budget for
the risk being realized.

Table 3 Analysis of privacy breach risk

Risk Dimensions

intensity needed to achieve the

level of control desired. For exam-
ple, laboratory workers required

to frequently apply a new diag- media

Risk source Likelihood Frequency Impact Comments
Type: Leak of sensi- | So low that it's hard | <1 in past 5 Resulted in major Government | Very few people have
tive financial data to | to measure years inquiry costing in excess of access to this type of

$3.2M

information

nostic, testing for a life threaten-
ing disease, would be good tar-
gets for a comprehensive certifi-
cation program (avoid), while
electrical contractors being in-
ducted into a new building site
might only need confirm their
understanding of the company’s

Mechanism: Leaks
occurring when
information is in
transit

Dozens of times
daily

Around 25% of staff
take sensitive infor-
mation out of the
office, or send it elec-
tronically or via post

Massive variation, from docu-
ments going missing and never
resurfacing, to laptops being
stolen and whole filing cabinets
disappearing, ranging in cost
from a few dollars to many hun-
dreds of thousands of dollars

More than 3,000 staff
have access to sensi-
tive information

sexual harassment policy (trans- Cause: Accidental

fer). leaks arising from

In this way, the costs of compli- | PO" fiing practices

ance training can be effectively

Dozens of times
daily

Estimated that around
40% of leaks result
from accidental

misfiling departments

Generally small impacts as the
files remain inside the premises
and leaks are to other staff or

More than 8,000 staff
file documents as part
of their duties
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much of the data upon which this framework relies. For
these organizations, the learning and compliance func-
tions, while separate, most likely already collaborate in
determining the risks most suitable for training inter-
ventions.

However, as the examples given show, regardless
of the organizations’ size, these selections are some-
times poorly made, and based on fear of censure, or in
response to socio-political agendas at work within the
organization.

In part this is due to a risk management paradigm
that, to some degree, is still ruled by fear. But new
thinking is emerging, in which compliance is not just a
mechanism to manage risk and control costs, but also
contributes to brand value and revenue.

Training departments also need to recognize their
proclivity towards socio-political influences when set-
ting training agendas. With the advent of technology-
enabled learning, the training department's capacity to
influence the organization's performance, and its ac-
countability to do so, has dramatically increased.

This is leading to a more widespread adoption of
evidence-based learning and development strategy
that gives consideration, but not undue power, to
socio-politically driven training agendas. ;e
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An organization’s com-
pliance system com-
prises the regulations
with which it must
comply and the poli-
cies to which it has
committed. The organi-
zation’s processes and
procedures implement
the regulations and
policies.

Table 4 Instructional activities organized by risk profile and control level

Control Level
Risk profile Avoid Reduce Transfer Retain
High frequency/ Certification using a Ongoing professional
L blend of classroom, virtu- development and assess-
High impact al learning environment, ment, using a Web 2.0
and workplace observa- portal, monthly mentoring
tion sessions, and an annual
conference
High frequency/ Significant online and Bi-annual online refresher
. classroom induction training and a quiz
Low impact training and assessment
Low frequency/ Minor, regular online
S awareness-raising presen-
High impact tations, and a quiz
Low frequency/ Annual confirmation of
. understanding, using an
Low impact e-doc with completion
tracking
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